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Abstract—With the development of communication technologies and smart manufacturing, industrial Internet of
Things (IIoT) has emerged. Software defined networking
(SDN), a promising paradigm shift, has provided a viable way
to manage IIoT dynamically, called software defined industrial
Internet of things (SDIIoT). In SDIIoT, huge amounts of
data and flows are generated by industrial devices, where a
physically distributed and logically centralized control plane
is necessary. However, one of the most intractable problems is how to reach consensus among multiple controllers
under complex industrial environments. In this paper, we
propose a blockchain-based consensus protocol in SDIIoT,
along with detailed consensus steps and theoretical analysis.
In this blockchain-based SDIIoT, we jointly consider the trust
features of consensus nodes and controllers, as well as the
computational capability of blockchain system. Accordingly,
we formulate view changes, access selection, and computational resources allocation as a joint optimization problem.
We describe this problem as a Markov decision process by
defining state space, action space, and reward function. Then
we use a novel dueling deep Q-learning approach to solve
this problem. Simulation results are presented to show the
effectiveness of our proposed scheme.
Index Terms—Industrial Internet of things (IIoT), Software
Defined Networking (SDN), Blockchain, Dueling deep Qlearning.

I. I NTRODUCTION
Recently, there are a growing number of applications
that use Internet of Things (IoT) technologies in several
industries, such as industrial monitoring, industrial management, smart manufacturing, smart factory, etc. Industrial
Internet of Things (IIoT) has emerged and attracted lots of
attentions from industry and academia [1]. Due to millions
of devices and a large amount of data in IIoT, it is barely
possible to meet the demands of high bandwidth, ubiquitous
accessibility, and dynamic management by traditional static
network architecture.
Software defined networking (SDN) [2] has been seen
as a promising paradigm shift to solve these issues. It
is an approach to provide the abstraction of underlying
infrastructures, separate data plane and control plane, and
introduce the ability of network reconfigurability. Such
C. Qiu, H. Yao, F. Xu, and C. Zhao are with Beijing Key Laboratory
of Space-ground Interconnection and Convergence, Beijing University of
Posts and Telecommunications, Beijing, 100876, China.

aspects of SDN are believed to simplify and improve the
management of IIoT with the potential of tailoring network
behaviors according to different demands. Some works
have advocated to employ SDN in IIoT, called SDIIoT [3].
Software defined routing management, edge computing,
flow scheduling have been researched in excellent literature
[4]–[6].
Despite all these excellent strengths, there are some
concerns and arguments about the widespread adoption
of SDIIoT. For example, some approaches in SDN are
only based on a single controller. With the increasing
number of industrial devices, switches, data, and flows, it
can be anticipated that one controller in SDIIoT will fail
to deal with all requests, which poses serious limitations
to the scalability and reliability of SDIIoT. Therefore,
the physically distributed and logically centralized control
plane is necessary in SDIIoT [7]. The distributed SDIIoT
enables to ease the issues of a single controller, such as
performance bottlenecks, single point of failure (SPOF),
etc. Some excellent distributed SDN architectures have
been designed in the recent literature, such as Onix [8],
Hyperflow [9], Kandoo [10], ONOS [11], and Espresso
[12]. Whether these traditional distributed architectures are
suitable for IIoT needs to be further researched.
However, how to reach consensus in the distributed SDIIoT is challenging. For instance, some industrial devices are
controlled by one controller. The events and the OpenFlow
commands in a subset of industrial devices need to be kept
consensus among all controllers, so as to mitigate the issue
brought by the misunderstanding of global network views.
Some researches have deployed different approaches to
achieve consensus. To be more specific, Onix replicates and
distributes network information base (NIB), and HyperFlow
uses a publish/subscribe messaging paradigm.
Although these methods enable to reach consensus
among multiple controller instances, there are numerous
significant challenges remaining to be addressed before
their widespread deployments in SDIIoT, including 1) the
extra overheads exchanged among multiple controller instances, which may significantly weaken the performance
of controllers’ inherent functions (e.g., routing decisions,
network management, etc.), especially under the limited
capacities of industrial devices, 2) the poor safety and

TRANSACTIONS ON BLOCKCHAIN TECHNOLOGY AND APPLICATIONS, VOL. 1, NO. 1, FIRST QUARTER 2019

liveness properties. For example, each controller in NIB
holds a set of key-value pair and is identified by a flat,
128-bit, global identifier [8], which is easy to be broken
by some adversaries, let alone the publish/subscribe mode
in HyperFlow, 3) the limited scope of available network
size, which means that they are only intended for small
to medium-sized SDN networks, not large-scale industrial
scenarios. These challenges need to be broadly tackled
through comprehensive research efforts.
Recently, Blockchain (BC) [13] has been emerged as a
novel technique, which can be used to address the above
challenges. BC is a distributed ledger to record transactions,
and provides trustworthy services to a group of nodes without central authority. For the distributed SDIIoT, BC can
act as a trusted third and ‘out-of-band’ party to collect and
synchronize network-wide views from industrial devices
(e.g., network events, network topology, and OpenFlow
commands, etc.) safely, dependably, and traceability.
In this paper, we propose a BC-based consensus protocol
in distributed SDIIoT, along with detailed consensus steps
and theoretical analysis. Specifically, it is a permissioned
BC. Permissioned BC addresses several problems that have
been researched in the field of distributed computing over
decades, such as Byzantine Fault Tolerance (BFT). Based
on these researches, we jointly consider the trust features
of nodes and controllers, as well as the computational
capability of BC systems. Accordingly, we formulate view
changes, access selection, and computational resources
allocation as a joint optimization problem. We describe
this problem as a Markov decision process by defining
state space, action space, and reward function. Then we
use a novel dueling deep Q-learning approach to solve
this problem. The distinct contributions of this paper are
as follows.
•

•

•

•

We propose a BC-based consensus protocol to simplify and secure the collection and synchronization of
network states in distributed SDIIoT. And we give consensus steps in detail, along with theoretical analysis.
Taking a joint consideration of trust features and computational capability in BC system, we formulate view
changes, access selection, and computational resources
allocation as a joint optimization problem. We describe
it as a Markov decision process by defining state space,
action space, and reward function.
In order to address this issue, we propose a novel
dueling deep Q-learning approach to learn the optimal
strategy.
Simulation results with different system parameters are
presented to show the effectiveness of our proposed
scheme.

The rest of this paper is organized as follows. In Section II, we present some related works about SDIIoT,
distributed SDN, BC, and BC consensus protocols. Section
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III describes the BC-based consensus protocol, followed
by the system model in Section IV. In Section V, we
describe view changes, access selection, and computational
resources allocation as a Markov decision process. And we
use a novel dueling deep Q-learning approach to solve this
issue in Section VI. Simulation results are presented and
discussed in Section VII. Finally, conclusions and future
works are given in Section VIII.
II. R ELATED W ORK
In this section, we briefly present the recent advances
in SDIIoT and distributed SDN. Some challenges are
discussed as well. Then the overviews of BC, especially
the consensus protocols in BC, are presented.
A. Software Defined Industrial Internet of Things
There are a number of advances in IIoT, such as industrial wireless sensor networks, industrial big data, cloud
computing, and fog computing. These emerging techniques
bring the explosion of intelligent devices, industrial robots
that are supported by wired or wireless networks. Due to
millions of devices and data in IIoT, it is barely possible
to meet the demands of high bandwidth, ubiquitous accessibility, and dynamic management by traditional TCP/IP
networks.
Due to its reconfigurability, real-time, reliability, and
flexibility, SDN is a promising architecture to solve the
above problems. Therefore, lots of works have employed
SDN in IIoT. Then we introduce some parts of them,
according to the advantages of SDN.
1) Reconfigurability of SDN: SDN benefits the management of IIoT by supporting networks reconfigurability.
The authors in [4] considered the dynamics of multiple
controllers and multiple sinks in a smart factory. Reconfigurability of SDN was used to ensure that each sensor
was covered anytime and anywhere. In this way, the total
deployment cost was significantly decreased. In addition,
due to reconfigurability, manufacturing resources enable
to be allocated dynamically. Thus, Wan et al. in [14]
proposed a software defined industrial network to manage
manufacturing resources dynamically.
2) Real-time of SDN: Real-time communications are
necessary for time-sensitive applications in IIoT. Traditional transmission schedules of time-sensitive traffic are
synthesized offline and fixed in a period of time. Nayak et
al. in [6] presented a software defined architecture to add
and remove network applications. Global network views in
the control plane were used to schedule and route timesensitive flows dynamically in IIoT. Aiming at real-time
reservations in industry 4.0, Silva et al. in [15] expanded
OpenFlow protocol in industrial scenarios. They presented
the implementation of OpenFlow in IIoT, and showed the
improved time efficiency.
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3) Reliability of SDN: The connectivity of enormous
industrial devices requires reliable management and control
systems. Some works have utilized the reliability of SDN
to solve the problem. For example, Moness et al. in [16]
employed a hybrid software defined approach in IIoT.
By this software defined IIoT, the reliability of eventdriven applications and the capacities of handling real-time
packets were significantly improved. In order to enhance
the reliability of SDIIoT, Baddeley et al. in [7] considered
a two-layer slicing mechanism to relieve SDN control overheads. Here, they implemented more than one controller,
but did not mention how to reach consensus among them.
Using the reliability of SDN, Yan et al. in [17] devised a
DDoS mitigation system, integrating edge computing, fog
computing, cloud computing, and SDN. A large number
of industrial devices were managed to mitigate DDoS
attacks under this multi-level system. Energy consumption,
hardware malfunctions and wireless channel congestion in
wireless sensor networks lead to the problem of reliability
in IIoT, Duan et al. in [18] studied a software defined
wireless sensor network in IIoT. This network addressed
the problem of node failure and coverage to improve the
reliability of IIoT.
4) Flexibility of SDN: Industrial networks have transformed from single-function networks to large-scale and
heterogeneous networks. Therefore, flexible management of
SDN is necessary to handle the differences of devices and
networks. Duan et al. in [19] described a software defined
and virtual multiple networks control framework. By this
framework, heterogeneous and extensible networks were
implemented. The authors in [20] considered SDN as an
important part to enable flexible interfacing in IIoT based
smart grid. Therefore, they devised a novel SDIIoT framework to provide the flexible recovery of failure nodes in
smart grid. Multi-functionality control and real-time monitoring were achieved by this framework. Similarly, Wan et
al. in [3] designed a software defined IIoT framework to
achieve flexible networks. They considered different IIoT
layers, and used this software defined IIoT framework to
manage industrial devices and communication interfaces.
As we can see that there is an emerging trend to employ
SDN in IoT. More than one controller has been considered
in some works, called distributed SDIIoT. Whether traditional distributed SDN architectures are suitable in IIoT,
and how to reach consensus among controllers need to
be further researched. Therefore, we will present some
traditional distributed SDN architectures, along with the
corresponding consensus methods.

the performance bottlenecks and SPOF in SDIIoT. Traditionally, there are lots of works to design distributed SDN
architectures [21]. Based on the configuration methods
between controllers and switches, we classify them as
statically configured control architecture and dynamically
configured control architecture.
1) Statically Configured Control Architecture: The authors in [9] designed the first distributed SDN control
plane for OpenFlow, called HyperFlow. Specially, it was
an application in NOX controller [22], and synchronized
controllers’ network-wide views (i.e., local controller instance’s events) by publish/subscribe messaging paradigm.
The work of [23] deployed a network virtualization layer
between control plane and data plane, and virtualized five
primary slicing dimensions, including bandwidth, topology,
traffic, device CPU, and forwarding tables. Here, slicing
and virtualizing made the possibility of distributed SDN
control plane. Koponen et al. in [8] considered a Onix
architecture. Each controller instance was in charge of a
subset of NIB to aggregate and share network-wide views.
The authors in [10] presented a two-layer architecture,
called Kandoo. Here, top-layer controller was used to
maintain and synchronize network-wide states.
2) Dynamically Configured Control Architecture: Statically configured control architectures lead to the uneven
load distribution among controllers. Therefore, Dixit et
al. in [24] proposed an elastic distributed control plane
architecture, called ElastiCon. They used controllers pool
to build the distributed control plane. Similarly, Berde
et al. in [11] designed an experimental distributed SDN
control plane, called ONOS. Each switch belonged to
one master controller and several backup controllers to
guard against the failures of controllers. Load balancing
mechanisms were considered in ONOS as well. The work
in [25] presented a hierarchical SDN control architecture
with the joint consideration of load balancing and energy
consumption of multiple controllers.
As we can see from the above researches, one of the most
important issues in distributed SDN architectures is how to
reach consensus among multiple controller instances. No
matter which consensus protocols (e.g., publish/subscribe,
slicing, NIB, and controllers pool, etc.), lots of challenges
are remained to be solved in SDIIoT as follows.
•

B. Distributed SDN Architectures
The physically distributed and logically centralized control plane architecture is more and more popular to ease
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•

The traditional consensus protocols are implemented
‘in-band’, which leads to the extra overheads among
controllers and in each controller to weaken the inherent functions of controllers (e.g. routing decisions,
and network management, etc.). Especially under the
limited capacities of industrial devices, this problem is
more severe. Therefore, a third party and ‘out-of-band’
consensus protocol is necessary in SDIIoT.
Safety and liveness properties are ignored in traditional
works. As the brain of SDN, the failures of control
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plane have incalculable consequences. In open industrial networks, a number of adversaries and attacks
are easier to affect safe communications. Therefore,
trustworthy and dependable consensus protocols are
stringently required SDIIoT.
• With the widespread deployments of industrial networks, the limited scopes of these consensus protocols are challenging. A large-scale consensus protocol
should be employed in future SDIIoT.
These challenges have fueled the needs to explore new
consensus protocols in SDIIoT. Inspire by the successful
integration BC with secure key synchronization [26], and
data sharing [27] in intelligent transportation system, we
consider BC is a potential solution for these problems.
C. Overview of Blockchain
With the emergence of Bitcoin in late 2008 [13], lots
of attentions have been attracted by BC. BC is a distributed system to provide dependable services to a group
of nodes that don’t fully trust each other. All nodes identify
themselves by public keys, and communicate with others
by transactions. They collect transactions to form a block
periodically. In addition, this block is encrypted by public
key, message authentication code (MAC), signature, and
collision-resistant hashing to provide high-level security
protection. All other nodes need to validate these cryptographic methods. Finally, an authenticated block is appended into the chain. Here, consensus protocol is necessary to ensure that all nodes agree on a unique order where
this block is appended [28].
Therefore, consensus protocols are important in BC.
Consensus algorithms that are implemented in BC vary,
which can be classified into working-based algorithms and
replica-based algorithms.
• Working-based algorithms. In these algorithms, lots of
participants (miners) contribute their CPU power to
work on an extra hard computation task. The winner
of them enables to propose a block and synchronize
it with the rest of participants. The working-based
algorithms always appear coupled to cryptocurrency,
e.g., Bitcoin [13] and Ether in Ethereum [29]. Some
typical algorithms are Proof of Work (PoW), Proof
of Stake (PoS), Proof of Elapsed Time (PoET), etc.
They enable to work with a large number of nodes,
but impose too much costs in terms of resources and
time. Therefore, they are widely used in permissionless
blockchain, such as Bitcoin and Ethereum.
• Replica-based algorithms. This type of algorithms
tolerates Byzantine nodes that may be subverted by
some adversaries and against the common goal of
reaching consensus maliciously [30]. And they use
state machine replication mechanism to deal with these
Byzantine nodes. In this mechanism, they transfer the
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replica of a transaction or a block to others. When a
certain number of nodes validate it, consensus exists
and finality occurs. The most prominent replica-based
algorithms are Practical Byzantine Fault-Tolerance
(PBFT) [31], Paxos [32], etc. Their advantages are
low costs and low latency. But since they rely on a
primary, which can be smartly malicious, to order a
transaction or a block, they are not robust. Therefore,
they always operate in partially trusted environments,
i.e., permissioned blockchain, such as Hyperledger
Fabric [33].
For a comprehensive perspective, we offer an at-a-glance
view of the main considerations, pros and cons of these two
types of consensus algorithms in Table I.
As we can see that BC, as a third party system, enables to
achieve an agreement among nodes without a central trust
broker, with the features of dependability, and in largely
available system scale. Therefore, BC could be a potential
approach to address the aforementioned challenges in distributed SDIIoT. In addition, the consensus of distributed
SDIIoT operates in partially trusted environment. Therefore, we utilize permissioned blockchain to reach consensus
in distributed SDIIoT.
III. B LOCKCHAIN -BASED C ONSENSUS P ROTOCOL
We have presented that the existing consensus protocols
are challenging in SDIIoT, and BC could be a potential
approach to address these issues in the previous section.
In this section, we propose a novel BC-based consensus
protocol in distributed SDIIoT. We begin with network
model. Then we give an overview of BC-based consensus
protocol. Finally, we present the detailed steps of the
consensus protocol, along with theoretical analysis.
A. Network Model
There are C controllers in distributed SDIIoT, which are
represented by C = {1, ..., C}. Each of them can communicate with the third-party BC consensus system. This BC
system consists of N nodes, i.e., physical machines, denoted by N = {1, ..., N }. Like other robust BFT protocols,
these N nodes are under Byzantine failure model to make
consensus, where at most f = N3−1 nodes are faulty [31].
And any finite number of controllers can behave arbitrarily
to issue correct or incorrect transactions to the BC system.
Some strong adversaries can collude with each other to
compromise the replicated service. However, they can’t
break cryptographic technologies, i.e., signatures, MACs,
and collision-resistant hashing. We denote the messages
with cryptographic technologies as follows [31].
• mσ i means that message m is signed with a pubilc
key from node i.
• mσ i, j means that message m is authenticated by node
i with a MAC for node j.
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TABLE I: Comparison of working-based consensus algorithms and replica-based consensus algorithms.
items
Algorithm
Working-based
consensus algorithms
Replica-based
consensus algorithms

Speed

Scalability

Finality

Typical approach

Poor

Good

Poor

PoW, PoS, PoET, etc.

Good

Moderate

Good

PBFT, Paxos, etc.

Application
Permissionless blockchain
(Bitcoin, Ethereum, etc.)
Permissioned blockchain
(Hyperledger Fabric, etc.)

TABLE II: The format of a transaction.
The number of this transaction in the block.
The Signature of this transaction.
MAC of this transaction.
Payloads,
including local events and OpenFlow commands.

TABLE III: The format of a block.
Field
Version
Timestamp
Controller ID
Block ID

Fig. 1: The different network structures of traditional
scheme and BC-based scheme.
•

Block payload

Description
Block version number.
Creation time of this block.
The identifier of this controller.
The identifier of this block.
Transactions in this block
(Transaction #1, ..., Transaction #n).

mσi means that message m is authenticated by an
array of MACs with node i for every replicas.

Fig. 1 shows the different network structures of traditional scheme and BC-based scheme. It is worth mentioning
that we use edge computing servers to do some computations related to the above cryptography so as to improve the
performance. There are E edge computing servers, and the
set of computing servers is represented by E = {1, 2, ..., E}.
B. Overview of BC-Based Consensus Protocol
Each controller collects its local events and OpenFlow
commands as Transaction #1, Transaction #2, ..., Transaction #n, which is called the collection period. The format
of a transaction is shown in Table II. The number of this
transaction denotes the position of this transaction. The signature and MAC make sure the integrity and authentication
of this transaction. The payloads include local events and
OpenFlow commands that need to be synchronized.
After the collection period, all controllers issue consensus requests to the third-party BC system. According
to a policy, the BC system only enables one controller
to access, and reply it by an admission message. Then,
this controller sends an un-validated block with block
header and transactions, whose format is presented in Table
III. After reaching consensus, the BC system sends the
corresponding validated block to the entire controllers.
Finally, all controllers learn the payloads in each transaction
to know the events and OpenFlow commands from other
controller. These steps are in the consensus period. By

Fig. 2: The overview of consensus procedures in blockchain
structure.
this way, network-wide views can be synchronized in
distributed SDIIoT.
For a comprehensive perspective, Fig. 2 offers the consensus procedures in blockchain structure. Here, controller
1 is the selected controller to access to the BC system.
C. Detailed Steps and Theoretical Analysis
After giving the overview of BC-based consensus protocol, we will introduce the detailed steps in the consensus
period, along with the theoretical analysis of each step.
Based on PBFT [31], the BC-based consensus protocol
is depicted in Fig. 3. The numbering of each step in this
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and H (m) mean the primary node ID and the hashed result
of the issued block, respectively. The replica node verifies
the MAC of primary p, as well as the signature and MAC
of each transaction. Then it enters the following steps.
Theoretical analysis. In this phase, primary p generates
(N − 1) MACs for all replicas. Each replica verifies one
MAC from primary p, as well as bg signatures and MACs
from transactions. The cost at the primary is
(N − 1)α,

(2)

Fig. 3: The detailed procedures in the BC-based consensus
protocol.

and the cost at each replica node is

figure is the same as the one used in the remainder of this
subsection.
1. The controller sends the un-validated block to
all nodes. According to a certain policy, which will be
introduced in the following section, an agent chooses one
controller to access to the BC system, and this node is
the primary node p. Making decisions about which node
is primary node is known as view change protocol. The
view change protocol used in our proposed scheme will be
introduced in the following section. This selected controller
sends a block message blockσ c , cσ c to all nodes, where
c denotes the controller ID. It is encrypted with the private
signature of controller c, and authenticated with MACs for
all nodes. When receiving this message, only primary node
p verifies the MAC. If valid, the signature will be verified
then. If still valid, it verifies the signature and MAC of
each transaction in this block, then moves to the following
steps. The success rate of all verification will be recorded
and reported to the agent. If this block has already been
executed, the primary will resend the validated block to
this controller.
Theoretical analysis. We consider an uncivil execution
during which a fraction g of transactions sent by the
controller are correct [34]. The more trusted controller has
the bigger g. We assume verifying one signature, generating
one MAC, and verifying one MAC require θ, α, and α
cycles, respectively, and the controller issues batches of
transactions of size b. As the work in [31], we ignore the
cost of sending or receiving transactions. Therefore, the
cost at the primary is

3. The replicas send PREPARE message to others. After verifying the validity of MACs and signatures, each replica replies the PRE-PREPARE message
with sending a PREPARE message to all nodes, as
PREP ARE, p, c, H (m), nσ n , where n denotes the replica
node ID. When each replica node collects 2 f matching
PREPARE messages with its local PRE-PREPARE message, it will enter the following steps.
Theoretical analysis. In this phase, primary p needs
to verify 2 f MACs. Each replica node generates (N − 1)
MACs and verifies 2 f MACs. The cost at the primary is

(1 +

b
)(θ + α),
g

(1)

and there is no cost at non-primary nodes.
2. The primary node multicasts PRE-PREPARE message to other replica nodes. Finishing the verification,
primary p sends a PRE-PREPARE message to all other
replica nodes, as PRE − PREP ARE, p, c, H (m)σ p , which
is authenticated with MACs for each replica node. Here, p

α+

b
(θ + α).
g

2 f α,

(3)

(4)

and the cost at each replica is
(N − 1 + 2 f )α.

(5)

4. All nodes send COMMIT message to others.
Following the reception of 2 f matching PREPARE messages, node n sends a COMMIT message to all others, as
COM M IT, p, c, H (m), nσ n . After receiving 2 f matching
COMMIT messages, it will enter the following steps.
Theoretical analysis. In this phase, primary p needs to
generate (N −1) MACs, and verify 2 f MACs. Each replica
generates (N − 1) MACs, and verifies 2 f MAC. Therefore,
the costs at the primary and the replica are both
(N − 1 + 2 f )α.

(6)

5. The nodes send the validated block to
all controllers. Node n sends a REPLY message
REPLY, block, nσ n, c to all controllers, where block is
the validated block. When each controller receives 2 f valid
and matching REPLY messages, it accepts this validated
block and updates the corresponding network views.
Theoretical analysis. In this phase, the primary and the
replicas need to generate bg MACs for one controllers.
Therefore, the total costs at the primary and the replica
are both
b
Cα.
(7)
g
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transition probability matrix K n (t) of the trust feature
in node n is denoted as

For one transaction, the cost at the primary is
(

1 C+1
2N + 4 f − 2
1 1
+ )θ + ( +
)α +
α
g b
b
g
b

(8)

K n (t) = [κ Xs Ys (t)] L×L ,

For one transaction, the cost at the replica is
1
2+C
2N + 4 f − 2
θ+
α+
α
g
g
b

(9)

We assume multi-core computation modules run in parallel on distinct cores. Each core has the computation speed
of ϕ Hz. In addition, we consider an uncivil execution
where the primary is not fully trusted. The primary has k
trust to affect the system performance, and k ∈ [0, 1]. The
more trusted primary node has the bigger k. Therefore, the
throughput of the consensus protocol is at most
min[

1
gθ

+

kϕ
( g1 + b1 )θ + ( b1 +
kϕ
2+C
g α

+

C+1
g )α

2N +4 f −2
α
b

+

2N +4 f −2
α
b

30

,
(10)

]tr x/s

IV. S YSTEM M ODEL
As shown in (10), there are two factors to affect the
throughput of the consensus protocol, including trust features of nodes and controllers, and the computational capability of the BC system. Thus, in this section, we present
trust feature model and computation model.
A. Trust Feature Model
We consider trust features of nodes and controllers in the
system. Due to the lack of centralized security services and
prior security association, all nodes and controllers have
diverse trust features, such as safe or compromised. It is
barely possible to exactly know what the trust feature is for
one node or one controller at the next time instant. Thus,
the trust features of an arbitrary node n ∈ {1, 2, ..., N } and
an arbitrary controller c ∈ {1, 2, ..., C} can be modelled as
random variables δ n and η c . δ n and η c can be divided into
discrete levels, denoted by ξ = {ξ0, ξ1, ..., ξ L−1 }, and D =
{D0, D1, ..., D H −1 }, respectively, where L and H are the
number of available trust features for nodes and controllers.
We assume trust features realization of δ n and η c to be
δ n (t) and η c (t) at time slot t, respectively. There are T
time slots during the period of time, which starts from when
the controller issues the un-validated block, and terminates
when the controller is replied with the validated block. Let
t ∈ {0, 1, 2, ..., T − 1} denote the time instant.
We model the transition of trust features in nodes and
controllers as a Markov chain as follows:
• For node n, let the transition probability of δ n (t) from
one state Xs to another state Ys be κ Xs Ys (t). The L×L

•

(11)

where κ Xs Ys (t) = Pr (δ n (t + 1) = Ys |δ n (t) = Xs ), and
Xs , Ys ∈ ξ.
For controller c, the transition probability of η c (t) is
γθ s φ s (t). The H×H transition probability matrix Υc (t)
of the trust feature in controller c is denoted as
Υc (t) = [γθ s φ s (t)] H ×H ,

(12)

where γθ s φ s (t) = Pr (η c (t + 1) = φ s |η c (t) = θ s ), and
θ s , φ s ∈ D.
B. Computation Model
There are a number of computation tasks in the primary
and the replicas, such as verifying signatures, generating
MACs, and verifying MACs. Let Tm = {s m, qm } denote a
computation task related to message m, where s m means
the size of message m, and qm is the required number of
CPU cycles to complete this task.
In order to improve the system throughput, in this paper,
we use virtual computing resources from edge computing
servers to do computation tasks in the BC system. There
are lots of edge computing servers and some other computation tasks that also use the computation resources in
edge computing servers, thus we don’t exactly know the
computational resources for the BC system at the next time
instant. Therefore, we model the computation resources
of edge computing server e for the BC system as a
random variable ζ e . To discretize the values of computation
capabilities, ζ e can be partitioned into Y discrete intervals
as Y = {Y0, Y1, ..., YY −1 }. The computation resources from
edge computing server e at time slot t can be denoted as
ζ e (t), t ∈ {0, 1, 2, ..., T − 1}. Based on a certain transition
probability, ζ e (t) changes from one state to another. Let
ϑ a s b s (t) denote the transition probability. The Y × Y computation state transition probability matrix is represented
as:
(13)
Π n (t) = [ϑ a s b s (t)]Y ×Y ,
where ϑ a s b s (t) = Pr (ζ e (t + 1) = bs |ζ e (t) = a s ), and
a s , bs ∈ Y.
The execution time of computation task Tm can be
denoted as
qm
(14)
tm = e .
ζ (t)
Thus, the computation rate is
CompRe (t) = a e (t)

sm
ζ e (t)s m
= a e (t)
,
tm
qm

(15)

where a e (t) means whether or not edge computing server
e is allocated to the BC system at time slot t. a e (t) = 1
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denotes edge computing server e is allocated to the BC
system; otherwise a e (t) = 0. At one time slot, there is only
one edge computing server allocated to the BC system, thus
E e
e=1 a (t) = 1.

C. Reward Function
We model the throughput of the BC system as the reward
function. From (10) and the above description, we define
the reward function as:
min[

V. P ROBLEM F ORMULATION
We have presented the throughput of the BC system,
and the models of two factors related to the throughput.
In order to improve the performance, we need to make
the joint decisions about view changes, access selection,
and computational resources allocation. In this section,
we formulate this issue as a Markov decision process by
defining state space, action space, and reward function.
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1
g θ

k  ϕ
( g1 + b1 )θ + ( b1 +
kϕ

+

2+C
g α

+

C+1
g  )α

2N +4 f −2
α
b

+

2N +4 f −2
α
b

,
(18)

]tr x/s

N n
E e
where k  = n=1
a (t)δ n (t), ϕ  = e=1
a (t)CompRe (t),

C

c
c
and g = c=1 a (t)η (t).
VI. D UELING D EEP Q-L EARNING

A. State Space
The state space is the trust features of all nodes and
controllers, and the computation capabilities of all edge
computing servers. Therefore, the state space can be represented as follows.
⎡⎢ δ1 (t)
S(t) = ⎢⎢⎢η 1 (t)
⎢⎣ ζ 1 (t)

δ2 (t)
η 2 (t)
ζ 2 (t)

...
...
...

δ N (t) ⎤⎥
η C (t) ⎥⎥⎥ .
ζ E (t) ⎥⎦

A. Q-Learning
(16)

B. Action Space
The agent mainly needs to decide view changes (i.e.,
which node is the primary node), access selection (i.e.,
which controller can access to the BC system), and computational resources allocation (i.e., which edge computing
server should be allocated to the BC system). Thus, the
action space is denoted by
A(t) = { A N (t), AC (t), AE (t)},

After the problem formulation, we consider a dueling
deep Q-learning approach to address this problem. In this
section, we begin with the introduction of Q-learning and
deep Q-learning. Then we present dueling deep Q-learning
that is used in this paper.

(17)

where A N (t), AC (t), and AE (t) represent:
• A N (t)
= [a1 (t), a2 (t), ..., a n (t), ..., a N (t)], which
means whether or not node n is the primary. And
a n (t) ∈ {0, 1}, where a n (t) = 1 means node n is
the primary node, otherwise it is the replica node.
Note that the BC system only has one primary, thus
N n
n=1 a (t) = 1.
• AC (t)
= [a1 (t), a2 (t), ..., a c (t), ..., aC (t)] decides
which controller can access to the BC system. And
a c (t) ∈ {0, 1}, where a c (t) = 1 represents controller c
can access, otherwise a c (t) = 0. Note that at one time
slot, only one controller enables to access to the BC

c
system, thus C
c=1 a (t) = 1.
E
1
2
• A (t) = [a (t), a (t), ..., a e (t), ..., a E (t)] determines
which edge computing server is allocated to the BC
system. And a c (t) ∈ {0, 1}, where a e (t) = 1 denotes edge computing server e is allocated, otherwise
E e
a (t) = 1.
a e (t) = 0. Similarly, e=1

In the problem formulation, the agent needs to decide
which node is the primary, which controller enables to
access to the BC system, and which edge computing server
could be offloaded to execute computation tasks. Since
the system is high-dynamical and high-dimensional, it is
hard to make the joint and optimal decisions by traditional
methods. Therefore, we use a Q-learning approach to solve
this issue.
In the Q-learning model, the agent interacts with the
environment by perceptions and actions. In one interaction
step, the agent receives current state s from the environment, then selects an action a as the output. This action
generates next state s , and the value of this state transition
is measured by a scalar reward r. The agent selects actions
to obtain the maximum long-term rewards. It learns to do
this over several interaction steps by systematic trials and
errors, guided by Q-learning [35]. Q-learning is a modelfree algorithm using delay rewards. It aims to find a policy
π, mapping states and actions, to maximize the long-term
rewards.
There are two popular approaches to denote the feedback
from each step in terms of long-term rewards, namely
state-value function V π (s) and action-state value function
Q π (s, a). V π (s) means the expected total reward ins state
s:
∞

V π (s) = E π [
γ k r t+k+1 |s t = s],
(19)
k=1

E π [∗]

means mathematical expectation, r t+k+1
where
means the immediate reward at time slot t + k + 1, and
γ ∈ (0, 1] is discount factor to balance immediate reward
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and future reward. Q π (s, a) denotes the expected total
rewards in state s and action a:
∞

γ k r t+k+1 |s t = s, at = a].
(20)
Q π (s, a) = E π [
k=1

Q-learning evaluates Q(s, a) by a temporal difference
method as follows.
Q(s , a  ) − Q(s, a)), (21)
Q(s, a) ← Q(s, a) + α(r + γ max

a

where α is learning rate in Q-learning, and α ∈ (0, 1]. The
action with maximum Q(s, a) can be chosen by the agent
at each step. In the traditional Q-learning, each Q(s, a) is
put into Q-table. However, with the rapid increase of data
dimension, it is challenging to put all Q(s, a) into Q-table.
B. Deep Q-Learning
The rise of deep learning has provided a new tool to
overcome the challenges. The most important property of
deep learning is that deep networks enable to find the lowdimensional features of high-dimensional data by crafting
weights and biases in deep networks. Therefore, many
researches have advocated to use deep networks to approximate Q(s, a) instead of Q-table, i.e., Q(s, a, ω) ≈ Q(s, a),
where ω is the set of weights and biases in deep networks
[36]. This is the core idea of deep Q-learning (DQN).
In order to address the fundamental instability problem
of approximating Q(s, a), there are two improvements in
DQN, including experience replay and fixed target networks: 1) Experience replay stores the transitions as a set
of {state, action, rewar d, statene xt } in a finite-sized cyclic
buffer, and the agent randomly samples batches of them to
train deep networks, instead of only the current ones. By
this way, the temporal correlations that can adversely affect
DQN are broken. 2) Fixed target networks have the same
architecture as the evaluated ones, but are kept frozen for
a period of time. The evaluated networks are trained in
each step to minimize loss function L(ω) to evaluate real
Q(s, a), and L(ω) is represented as




−

L(ω) = E[(r + γmax a Q(s , a , ω ) − Q(s, a, ω)) ], (22)
2

where ω− is the weights and biases set in target networks,
and ω is the weights and biases set in evaluated networks.
During training, the weights and biases in target networks
are updated with evaluated networks periodically.
C. Dueling Deep Q-Learning Approach
However, for the majority of states in our system, the
choice of actions in the agent has no repercussion with
what happens, i.e., actions have no relationship with states.
According to the work in [37], dueling DQN is more
efficient than natural DQN.
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In the dueling DQN, there is another value function,
A(s, a), which represents the relative advantage of a action,
called state-action value function. Learning A(s, a) is easier
to know which action has better consequences. Instead
of one single stream following the output layer of deep
networks, there are two separate streams in dueling DQN,
where one computes state-value function V (s), and another
computes state-action value function A(s, a), called dueling
architecture. Finally, these two streams are aggregated as
a output Q(s, a). This combination module is denoted as
follows:
Q(s, a; ω, , ζ ) = V (s; ω, ) + A(s, a; ω, ζ ),

(23)

where V (s; ω, ) is a scalar, and A(s, a; ω, ζ ) is an
|A|−dimensional vector.  and ζ are the parameters of two
separate streams.
According to the work in [37], considering the unidentifiability of (23), we replace (23) as:
Q(s, a; ω, , ζ ) = V (s; ω, )+

1 
A(s, a ; ω, ζ )).
|A| a
(24)
As the output of dueling architecture is Q(s, a), it can
be trained by many existing algorithms. In this paper, we
use dueling architecture in natural DQN. Therefore, the
pseudocode of dueling DQN is presented in Algorithm 1,
where −greedy policy is used to balance the exploitation
and the exploration.
( A(s, a; ω, ζ ) −

VII. S IMULATION R ESULTS AND D ISCUSSIONS
In this section, we use computer simulation to estimate
the performance of our proposed scheme. First, we present
simulation settings, followed by simulation results and the
corresponding discussions.
some discussions about the simulation results.
A. Simulation Settings
In this simulation, hardware environment is a GPU-based
server, and this server has 8GB 1867MHz LPDDR3, 2GHz
Intel Core i5, and 256G memory. Software environment is
Python 2.7.10 with TensorFlow 1.4.0 [38].
We assume that there are four consensus nodes, two controllers, and two edge computing servers. The trust feature
of each node is very safe, safe, medium, compromised, and
very compromised, whose transition probability matrix is
⎡⎢ 0.5
⎢⎢ 0.15
⎢
K = ⎢⎢0.105
⎢⎢0.105
⎢⎢
⎣0.105

0.15 0.125 0.12
0.5 0.125 0.12
0.15
0.5 0.125
0.12 0.125
0.5
0.12 0.125 0.15

0.105⎤⎥
0.105⎥⎥⎥
0.12 ⎥⎥ .
0.15 ⎥⎥⎥
0.05 ⎥⎦

(26)
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Algorithm 1 Dueling DQN
1: Initialization:
Initialize evaluated deep networks with weights and
biases set w.
Initialize target deep networks with weights and biases
set w .
2: for k = 1 : K do
3:
Reset the environment with a randomly initial observation s ini , and s t = s ini .
4:
while s t ! = s t er minal do
5:
Select action at based on −greedy policy.
6:
Obtain immediate reward r t and next observation
s t+1 .
7:
Store experience (s t , at , r t , s t+1 ) into experience
replay memory.
8:
Randomly sample some batches of (s i , ai , r i , s i+1 )
from experience replay memory.
9:
Calculate two streams of evaluated deep networks,
including V (s; ω, ) and A(s, a; ω, ζ ), and combine them as Q(s, a; ω, , ζ ) using (24).
10:
Calculate target Q-value Q t ar get (s) in target deep
networks:
if s  is s t er minal
Q t ar get (s) = r s ,
else
Q t ar get (s) = r s + γmax a Q(s , a ; ω , , ζ  ).
11:
Train evaluated deep networks to minimize loss
function L(w)
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The values of the rest of parameters are summarized in
Table IV.
For the performance comparison, there are four schemes
simulated:
• Proposed dueling DQN-based scheme with view
changes, access selection, and edge computing servers.
We call it duelingDQN-based scheme in the remainder
of this section.
• Proposed dueling DQN-based scheme with view
changes, edge computing servers, but without access
selection. We call it dueling DQN-based scheme without controller choice in the remainder of this section.
• Proposed dueling DQN-based scheme with access
selection, edge computing servers, but with the traditional view changes protocol in [31]. We call it
duelingDQN-based scheme without node choice in the
remainder of this section.
• Proposed dueling DQN-based scheme with view
changes, access selection, but without edge computing
servers, which only uses the local computing capabilities in the BC system. We call it duelingDQNbased scheme without computation offloading in the
remainder of this section.
• Existing scheme with traditional view changes, without access selection, and with local computational capabilities. We call it existing scheme in the remainder
of this section.
B. Simulation Results

12:
13:
14:
15:

L(ω, , ζ ) = E[(Q t ar get (s) − Q(s, a; ω, , ζ )) 2 ].
(25)
Every some steps, update target deep networks.
s t ← s t+1
end while
end for

Similarly, the trust feature of each controller can be very
safe, safe, medium, compromised, and very compromised.
We set the transition probability matrix as
⎡⎢0.45 0.16 0.14 0.13 0.12⎤⎥
⎢⎢0.16 0.45 0.14 0.13 0.12⎥⎥
⎢
⎥
(27)
Υ = ⎢⎢0.12 0.16 0.45 0.14 0.13⎥⎥ .
⎢⎢0.12 0.13 0.16 0.45 0.14⎥⎥
⎢⎢
⎥
⎣0.12 0.13 0.14 0.16 0.45⎥⎦
We assume the computational capability of each edge
computing server is high, medium, low, and very low, and
set the transition probability as
⎡⎢ 0.5
⎢ 0.3
Π = ⎢⎢⎢
⎢⎢0.15
⎣0.15

0.3 0.15
0.5 0.15
0.3 0.5
0.3 0.5

0.05⎤⎥
0.05⎥⎥
⎥.
0.05⎥⎥
0.05⎥⎦

(28)

Fig. 4 shows the relationship between training episodes
and the throughput of the BC system under different
schemes. Each point is the average throughput per episode.
The agent runs in AdamOptimizer [39] with the learning
rate of 1e−5 . As we can see from this figure, with the
joint consideration of node’s trust feature, controller’s trust
feature, and offloading the computation task to edge computing servers, the BC system has the better performance.
The reason is that the more trusted node is less possible
to slow the system performance down, the more trusted
controller issues the higher fraction of correct transactions,
and with the help of edge computing servers, computation
tasks can be executed more quickly. This figure shows
the convergence performance of dueling DQN as well. At
the beginning of learning and training, dueling DQN takes
some trials and errors. With the increase of episodes, the
throughput turns to be stable, which means the agent has
learned the optimal policies to maximize the long-term
rewards.
In addition, Fig. 5 shows the relationship between the
learning loss in (22) and the training steps of DuelingDQNbased scheme when the agent runs in the same parameters
as above. At the beginning of learning, deep networks
have no knowledge of the uncertain environment, and
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TABLE IV: Parameters setting in the simulation.
Parameter
θ
α
b
γ

Value
8 Mcycles
0.05 Mcycles
1Mb
0.9

Description
The required number of CPU cycles to verify one signature.
The required number of CPU cycles to verify and generate one MAC.
The batch size of a block.
The discount factor.

Fig. 4: Training curves tracking the throughput of the BC
system under different schemes.

with the increase of new experiences, the learning loss is
higher and higher. When the cyclic buffer of experiences in
dueling DQN is full, the agent has some knowledge of the
environment, which leads to the decrease of the learning
loss. Such increasing and decreasing of the learning loss
indicate the effectiveness of deep networks.
Fig. 6 shows the relationship between training episodes
and the throughput of different learning rates under Dueling
DQN-based scheme. As we can see from this figure, the
learning rate has effects on the convergence performance.
The learning rate means the length of learning step to
minimize the loss function. The bigger learning rate denotes
the longer learning step. The longer learning steps are
likely to miss the global optimum, which leads to the
highly scaled curves when learning rates are 0.01 and
0.001. The shorter learning steps may lead to the slower
convergence speed, because more steps are necessary to
achieve the global optimum. Compared with two curves
of blue and orange, although the orange one has the
faster convergence speed, its curve is unstable after the
convergence. Therefore, we choose the learning rate as
1e−5 in the simulation. Because its convergence speed is
acceptable and it has better learning stability.
Fig. 7 shows the learning loss of natural DQN and

Fig. 5: Training curves tracking the learning loss under
DuelingDQN-based scheme.

Fig. 6: Training curves tracking the throughput of the BC
system under different learning rates.
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Fig. 7: Training curves tracking the learning loss of natural
DQN and dueling DQN.

Fig. 8: The throughput versus the number of controllers
under different schemes.
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dueling DQN. As we can see, the learning loss in dueling
DQN decreases more quickly than natural DQN, which
indicates dueling DQN has better learning effectiveness.
The reason is that in our BC system, the choices of which
node is the primary, which controller can access to the BC
system, and which edge computing server should execute
the computation tasks have no relationship with states.
Learning which action has better consequences is more efficient than learning which state is better. In dueling DQN,
one stream learns state-action value function A(s, a), which
is more useful to help the agent make the good choices.
Therefore, the learning loss in dueling DQN decreases more
fast than natural DQN.
After the effective training of deep networks, we use
them in the following simulations. Fig. 8 shows the relationship between the number of controllers and the system
throughput under different schemes. As the increase of
the number of controllers, the system throughput decrease.
The reason is that more controllers need more computational operations about verifying signatures, MACs. But
with the joint consideration of trust features of controllers
and nodes, as well as using edge computing servers, our
proposed scheme, as shown in the blue curve, has better
performance.
Fig. 9 shows the relationship between the number of
nodes and the system throughput under different schemes.
As we can see, more nodes lead to the less system
throughput. The reason is that with the increase of the
number of nodes, more signatures and MACs need to be
verified and generated, which need more CPU cycles so as
to decrease the system throughput. But, the performance of
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Fig. 9: The throughput versus the number of consensus
nodes under different schemes.
our proposed scheme is still the best.
Fig. 10 shows the relationship between the batch size of a
block and the system throughput. The bigger block enables
to contain more transactions so as to synchronize more
local network events among controllers, which increases
the system throughput. As we can see, our scheme also
has the better performance.
VIII. C ONCLUSIONS AND F UTURE W ORK
In this paper, we proposed a blockchain-based consensus
protocol in distributed SDIIoT, along with detailed consen-

TRANSACTIONS ON BLOCKCHAIN TECHNOLOGY AND APPLICATIONS, VOL. 1, NO. 1, FIRST QUARTER 2019

10 4

5

4.5

DuelingDQN-based scheme
DuelingDQN-based scheme without controller choice
DuelingDQN-based scheme without node choice
DuelingDQN-based scheme without computation offloading
Existing scheme

4

Throughput (trx/s)

3.5

3

2.5

2

1.5

1

0.5

1

2

3

4

5

6

7

8

9

10

The batch size of a block

Fig. 10: The throughput versus the batch size of the blocks
under different schemes.
sus steps and theoretical analysis. We jointly considered the
trust features of nodes and controllers, as well as the computational capability of the system. We formulated view
changes, access selection, and computational resources allocation as a joint optimization problem. Then we described
it as a Markov decision process by defining state space,
action space, and reward function. In addition, we proposed
a novel dueling deep Q-learning approach to solve this
problem. Simulation results showed the effectiveness and
the convergence performance of our proposed scheme with
different scenarios. How to measure the trust features of
nodes and controllers in SDIIoT is very important. Some
future works are in progress to solve this problem.
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